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Tpe6oBaHus K pabo4eMy MeCTy:

Knwou ceptudukara npoBepku 3yeKTpoHHOU mnofnucu (ganee - KCIIIID),
nosiydyeHHbIM B Touke BblAauu Y1 ®HC Poccuu. OpHOBpeMEHHO C 3alMChbIO
KCKII3IT Ha HocuTenbp B Touke Bbigauu YI[ ®HC Poccum Oyner 3amucaHa
JIMLIEH3UA [l paboThl ¢ KpanTonpoBaigepom Kpunrtollpo CSP.

[lepcoHa/IbHBINM KOMIIBIOTEP UJIM HOYTOYK € onepaiuoHHOU cucteMor Windows
7 ¢ naketoMm o6HoBsieHHUs 1 (SP1) u Bbime, Mac OS OS X 10.13 wau Bblllle, C
BbIXOJIOM B ceTb Internet.

KpuntonpoBausep ¢ nogaep>xxkou aaroputmoB mudppoBanus 'OCT 34.10-2001,
[OCT 28147-89, TI'OCT P 34.11-2012. (Hanpumep, cepTHPULMPOBAHHbIE
nosiHopyHKIMoHanbHble Bepcuu Kpunrtollpo CSP 4.0 R4 u Bbie, VipNet CSP
Bepcuu 4.2.8 U BbIllIE, U JIpyTHE).

[IlporpaMMHBII KOMIOHEHT JJii paboTbhl C 3JIEKTPOHHOM MOANHUCBIO C
rcnosb3oBaHueM Web-6paysepa (Kpunto I[1PO 31T browser plug-in Bepcuu 2.0
(http://www.cryptopro.ru/products/cades/plugin/) u BrIilue.

[lopsiiok JedCTBUM A BXOoJa B JIMYHbIA KaOWMHET HPUAUYECKOrO JIMIA
(manee - JIK KOJI):

1.1

Heob6xoauMo ycTaHOBUTH Opays3ep ¢ NoAJep>KKoi MUPPOBaHUSA 3alUILEHHBIX
coefuHenuit no [OCT 34.10-2001, T'OCT 28147-89, T'OCT P 34.11-2012
(Anpexc.bpaysep Bepcun 19.3 (https://browser.yandex.ru/) wau Bbille WU
CnytHuk Bepcuu 4.1.2583.0 (https://browser.sputnik.ru/) v Bbile);

[locnenyromasas Hactpodka goctyna k JIK HOJI mpousBogutcsa g «fAHpaekc
Bpaysepa», KoTOpblii HE06X0UMO YCTAHOBUTb OCHOBHBIM Opay3epoM pUCYHOK 1.

Hactpoiky

0 CHHXPOHM3aLUMA

HacTporiku

JYEKH WcTopua JlononHeHus HacTpoiku BezonacHoc = 100 % BF

' Pexxcum AHKOrHWTO

Caenatb AHpekc.bpaysep oCcHOBHbIM?
Y . @ HacTpokikm
B HEM ByayT OTKPLIBATLCA CCLIKK W3 MEeCC
MpOrpamMM. (9 Ucropus
i 3arpyzku
A3, caenate
[jj] 126paHHoe

GE] Maponu U KapTe
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http://www.cryptopro.ru/products/cades/plugin/
https://browser.yandex.ru/
https://browser.sputnik.ru/

I1.2

Ccpuika gnsa Bxoga B JIK HOJI: http://lkulnalogru/ (oTkpbiBaTh B «fAHAekc
Bpaysepe»). U306pakenue JIK KOJI npuBeseHo Ha pUCYyHKe 2, r/le HE0OX0UMO
KJIMKHYTb 110 KHOIIKe «/I[HarHOCTHUKA NOAK/I0YEHHUA C IOMOIbI0 IPOrPAMMHOTO
KpUIITONPOBaKepar.

JInunbIA Kabuner OPUAHYECKOro JIuLa

YBAWAEMBIE N0NIb30BATE/H!

Bbl mMoseTe 03HAKOMWTLCA C BOZMOMHOCTAMA cepenca alluHbI kabuHeT HpUaUYeckono nuuaxs e 0emMo-Bepoin. nepe.‘m B [IEMO-BEPCHID

WHTEpHeT-cepBUC «/TMUHEIR KABWHET KPUAHUSCKOrD NULAR NPEAHAZHAYEH ANA WPUAMYECKX MWL — POCCHIACKWX OPraHW3aLyii v No3B0nAET:

® [MonyyaTe aKTyansHyl MH(OPMALMID ¢ 334CMKEHHOCTH N0 Hanoram nepsg CHOMETOM, O CyMMax HAYMCNEeHHBIX M YMNAYeHHLDX HANDrOBELX
nnatexeld, 0 HANWMYKM NEPENNAT, HEBEIACHEHHLIX NNaTewed, 08 WCMONHEHHLX HAMOTOBLIM OPraHOM DELUSHUAX HAa 3AYET WM HA BO3BPAT WINULHe
YANauyeHHX (M3NWWHE B3LICKAHHLIX) CYMM, © MPWHATEX PELWeHWAX o0 yToudeHWW nnatexa, of yperyNMpoBaHHOR  3ag0MTHeHHOCTH,
0 HEWUCTONMHEHHEIX HAMOrOMNaTenbLKKOK TPeGoBaHWAX HA YMNaTy Hanora W Apyrax oOAzaTensHbiX MNateded, o Mepax NpuHYAWTENsHoro
E3bICKAHWA 3agomkeHHocTy. [Nokaszate getanu

OnA Nony4Y&HWA JOCTYNA K CEPEWCY [TMYHEIA KaBuHeT HPUIOWYECKOrD nkUax» HeobxoaMMo 0BECNEYMTE ERINONHEHWE PALE TEXHWYSCHUX ‘_."CJ'IDEIHITL

e 5\ e
[NarHocTMKa NOAKMKIYEHHA C NOMOLLbH
NporpaMMHOro KpUNTonpoeaidepa

[narHocTuKa NoAKMKYEHHA C NOMOLLbID
Pytoken 3UM 2.0

Kpuntolpo CSP. Signal-COM CSP, VipNET CSP, NTMCCKM-CSM Bxop ¢ ycrpoicteamu: Pytoxex 3LM 2.0 ¢ knrouamu hopmata
PKCS#11 (ETAMC) c ucnonszoeanmienm MO «Pytoren MnanH»

vl Py . i - ) n
Bxopn c ycrpoicteamu: PyTtoked Lite, Pytoken S, Pytoken 3UIM 2.0, 1 «PyToken KokkerTs.

ESMART Token, ESMART Token MOCT c kntodamu chopmata Kpuntollpo H
CSP, a Tarcke wHble, CooTBETCTRYHOWME TpeboBaHam PefepansHoro AXKATDb
aakoHa N2 63-03.
Pucynox 2

I1.3

B oTKpBIBLIEMCH OKHe HaXXaTh KHOIKY «HayaTbh npoBepky». B ciiyyae oTcyTcTBUA
Ha komnbroTepe Kpunrtollpo CSP u KpunTo I[1PO 311 browser plug-in
0TOOpPa3uUTCH OIMOKA, IpUBeAeHHAas Ha PUCYHKe 3.

Havams nposepky

_ . Pucynok 3
o OnepaunonHan cuctema Microsoft Windows 7 unu sbiwe, nuGo Mac OS X 10.13 nnu Boiwe.
Q MCNonL3yeTcA CoBMECTUMBIR Gpaysep: SHaekc.Bpay3ep Bepcui 19.3 UNK Bbilue; CAYTHAK BEPCHI
4.1.2583.0 (OdpmumansHan cOopka) unuM Boiwe, gostss| (32 our), Internet Explorer sepcui 11.0.9600.20000¢
MU BbiLLE

Epaysep: Microsoft Internet Explorer

Bepcna: 11.0

O B MHTEpHET 0003pEBATENE BKNIOHEHA NOANEpHKa COoOkies.

° YCTaHOBNEH I'IDDI'DaMMHbH:l KOMMOHEHT ANA padoTwl C 3NEKTPOH HOW NOAMWMCBIO C MCNONL30BaHMEM Web-
Gpay3epa.

Bepcua nnaruHa: ? / pexomergyeman: He Hinke 2.0
Kpuntonpoeaigep: 7
Bepcua i 27 pe Ay : He ke 4.0.0 nnn ViPNet

MPOBEPKA KOMNOHEHTA 1A PABOTI C INEKTPOHHOM NOANKCHID

MnaruH He yeTaHoBREeH

3arpysure u ycTaqoeuTe Kpunte MPO 3UN browser plug-in sepcum 2.0 ¥ Buiwe

‘YeTaHoeuTe pacuupenue CryptoPro Extension for CAJES Browser Plug-in u satem sxmiounTe ero 8 Gpaysepe.

YETAHOBNEHHOE PACIUIMPEHUE MOXHD BIEIIDYNTE, NEPEAA N0 YKAIAHHON BEILE CORNKE W KNMKHYE HA "BKIKOYKMTE MPOOYKT" nmm
Yepes uHCTpyMeHT "P; (¥ ") G pa.

K coxanetuio, Bul He cmoneTe TBCA NPULKHE, BLILUE, W NOETOPHTE MOMLITKY
NOAKTIOHEHHA.



http://lkul.nalog.ru/

[1.3.1
H€06XO,Z[I/IMO YCTAaHOBUTb JdHHOE€ ITPOTrPpaMMHO€ oGecIeyeHue Mo CChIJIKE:

https://www.cryptopro.ru/products/cades/plugin/, ykazaHHoil Ha cTpaHuLEe
pOBEPKU PUCYHOK 3.1.

YcTaHoBNeH I'.IpOI'paMMﬂblI:i KOMMOHEHT AnA paboTsl © SﬂeKTDOHHDﬁ NOOMUCLID C UCNONb3oBaHKeM Web-
Bpay3epa.
Bepcwa nnaruda: 7 [ pexoMeHgyeman: He Hiske 2.0

KpunTonpoeaigep: ?
Bepcua kp poBai

1 . He Hwawe 4.0.0 win ViPNet

MPOBEPKA KOMNOHEHTA LISl PABOTbI C 3/IEKTPOHHOM NOAMHCHI0

MNaruH He YCTaHOBNEH.
3arpysuTte u yctadoeuTe Kpunto NMPO 3UM browser plug-in sepcuy 2.0 1 Bole.

YCTaHOBMTE pacLuMp CryptoPro E for CADES Browser Plug-in u satem sxniouuTe ero & Gpaysepe.

YCTAHOBNEHHOE PACLUIMPEHUE MOMHO BEMIOYUTE, NEPERLA N0 YKA3aHHON BhIlLE CCHINKE W KNWEHYE Ha "BKNKOYWTE NPOOYKT" nhn
Yepes MHCTPYMeHT "P; (g

1ma") Gpaysepa.

Pucynok 3.1
[1.3.2

B oTkpbIBIIEMCS OKHE (PUCYHOK — 3.2) HaxkaTb «CkadaTbh Kpunrtollpo CSP»

I KpuntoMpo | Kpuntor; X

Kpuntolpa | Kpuvntolpo 3LUMN Browser plug-in

AR I T W T 1T

Bpayaep chromium-gost

Kpunrelpo 3LMN Browser plug-in

Mpunoxenue cryptcp

Kpuntolpo 3UM Browser plug-in

Kpuntollpo 3UMN Browser plug-in npeaxasHayeH AnA c03AaHWA 1 NPOBEPKM 3NEKTPOHHOIA nognuen (31M)

Ha BeB-CTpaHLax 1 nomepHUBaeT paBoTy ¢ WMo HABOPGN aNTOPHTMOB, Kak BCTPOEHHEIX 8

OMEPaLHOHHYID CHETEMY, Tak M A0YCTAHOBNEHHLIX AONONHUTENLHD

Ons paboTbl NNarMHa BeINONHUTE cneayowMe Wark

n YCTaHOBMTE KpUNTONpOBaiAep

it no anroputmam FOCT Tpebyerca
i, FOCT (mel

Ona ¥ MPOBEPKM 3NEKTPOHHBIX

pekomergyem Kpuntollpo CSP)

Ckayatb Kpunrollpo CSP

n YeTaHOBHTe KpunTollpo 3LIN Browser plug-in

Mp ocyu

seb-cTpanwy, B Bawwem Gpay3sepe ©

punTonpoeaiiaepou e

3NEKTPOHHOMH NOANKCH Ha BeG-cTpaHuLax.

paLy /i CUCTeME 1 NpeHasHaueHo ANA CO3aHUA ¥ NPOBepKA

ThCA MHCTDYKL no

YCTaHOBKE

Ckauate Kpunrolpe 3UM Browser plug-in

Kpuntolpo Office Signature
Kpuntolpo PDF
Kpuntollpo AirKey
3awmuleHHan MoBunbHOCTL
Kpuntolpo Stunnel
stunnel-msspi
Kpuntolpo SPR 4.0
Secure Pack Rus (SPR 3.0)
Kpurrolpo Llinios YUI-CM3B
Kpuntolpo 3L
Wcnons3osanue
Kpuntelpo 3LM SDK
3arpyaka chainos
KpuntoAPM FOCT
Kpuntollpe CRM
Identity Management
Kpunrolipo SSF
Kpuntolpo HLF

Kynutb
]
&

TIpOAYKTI KOMNAHHH,
0BHOBNEHMA W A0N. MO

H oz

YT0Bb! yEEAUTEEA, STO BCE YCTAHORNEHE BEPHO It BCE SIEMEHTbI CHETEMBI HEAEKHO

pa6ory ycr 0 NaruHa

YCMyru TEXHUYECKOro
CONPOBOXAEHWS

EB33aMIMOASACTEYIOT, Mbl CO3AANK

3NEKTPOHHOMA NoAnMcH

yio y ANA TecTI W NpOBEpKA

AHMONMANMOHHD

Pucynok 3.2
I1.3.3

st ckaunBanusa Kpuntollpo CSP Heo6x0oMMO NPOUTH perucTpanyio NpoayKTa —
PUCYHOK 3.3 1 HaXKaTbh KHONIKY «CkavaTb Ajia Windows».


https://www.cryptopro.ru/products/cades/plugin/

Epemrolpo | Kpearoflpe 3UN Browser plug-in

Kpmnrofipe CSP 5.0 R3

AL AT T T e

i« Berrpar e raEH e W
O TR e e bl

@.M.0. "

Email ©

OpraHMxaLmn

iam e Al S AR 3 P
R

Me npagoctanmes S0GAHenHEIN SIHIRCEMHTE MsHEIH MO
¢ palTof BoEX dyHELIHIA NEoTpanb!

CKAYATL g1 Windows

APAIDH (WA T

Pucynok 3.3

[1.3.4

Ha ctpanuue https://www.cryptopro.ru/products/cades/plugin (pucyHok 3.2)
HaxkMmuTe «Ckadatb Kpunrtollpo 3LII Browser plug-in»

I1.3.5

[Tocsie ckayrBaHus (paljioB HAXKMUTE Ha KHOIIKY 3arpPY3KU B Opay3epe —
PUCYHOK 3.4

(3 %= x162o0mmBa N 3 N
3a prBKM OTKpLITE Nanky
CryptoPro-5.0.12500.exe X

® 225ME

OTKpLITE [1OKA3aTE B NaNKe

cadesplugin.exe

0.8 MBE

Bce 3arpyski CKpbITh 3arpYKeHHbIE

Pucynox 3.4


https://www.cryptopro.ru/products/cades/plugin
https://cryptopro.ru/products/cades/plugin/get_2_0

I1.3.5

3anyctute ycraHoBKy Kpunto [1PO (¢ain: CryptoPro-5.0.12500.exe) -
PUCYHOK 3.4 1 HAXKMUTe «/]a» - pucyHOK 3.5.

Yeranoeka Kpuntollpo

YeradHosuTe KpunTtoMpo CS5P W Browser plug-in?

Her

Pucynoxk 3.5
[1.3.6

3anyctute yctaHoBKYy CryptoPro Extension for CadES Browser Plug-In
kHonkoH «Add to Yandex Browser», nepei/is o CCbLJIKE
https://addons.opera.com/en/extensions/details/cryptopro-extension-for-
cades-browser-plug-in/ - pucyHok 3.6

CryptoPro Extension for CAJES Browser Plug-in extension - Browser extensions

~ . - Search for extensions
Compatible with Yandex Browser

% CryptoPro Extension for CAJES Browser Plug-in S | E T TR TR
by cryptopro
e ]

425 Your rating:

Total number of ratings: 77
Paclwwperue nossonAsT nenoneaosate Kpuntolpe 3UN Browser plug-in 8 Spayaepe. AnA paboTw Tpebyet
yeranoenerHoro 3UM Browser plug-in.
[lanHos pacluMpeHye NOZBONRET CO30ABATE M NPOBEPRTL LMDPOELIE NOAMMCH C MCNONE30BEAHUEN

About the extension

Kpuntolpo 3UMN Browser plug-in & Bpayaepax va ockose Chromium (Google Chrome, Opera, Downloads: 4,314,920

Huaskc Bpayzep v ap.) anA Toproe, DakkMHra, nogadm otyeTHocTk B @HC, PoccTaT v apyrue opradsl. Category: Developer Tools
Version: 1.2.8

Permissions Size: 658 KB

Last update: March 25, 2021
License: Copyright 2020 cryptopro
Service website: htip://cpdn. cryptopro.ru/default.a. |

Screenshot

Related

. f 3 s Ny Web Developer
f\__ ey TPOSEPKA DO3AEHIR SNEXTPOHNGH NonnncK CAJES-BES y Adds a toolbar button with various
= web developer tools. The official po

s o ®
W

128

Gridify - Keyboard Link Selector

Select any link, image, input box, or
. selectable region on the current pa...

nsans ENR"0O0 “EPHITOABO™

o AT WOAITUTE
aieus: Geypao-Pro GOST R A.18:2612 KGH G5 Flcon RemoteDev DevTools
wrwran: FOGT P34 30301 -

for Use Redux DevTools in the DevToolg

RemoteDev.
DevTools

o-extension-for-cades-browser-plug-in/

(O T
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https://addons.opera.com/en/extensions/details/cryptopro-extension-for-cades-browser-plug-in/
https://addons.opera.com/en/extensions/details/cryptopro-extension-for-cades-browser-plug-in/

[1.3.7

HaxxmuTe «YCTaHOBUTB pacuinpeHue» - PUCYHOK 3.7

CryptoPro Extension for CAdES Browser Plug-in extension - Browser extensions

@I\ YcTaHoBUTh «CryptoPro Extension for CAAES Browser Search for ext
U plug-ins?

Compatible with v Yandex Brc

CryptoPro Extension raspewssus: |
5 DY cryptopro TMPOCMOTP M MEMEHEHUE BALIMX A3HHEIX H3 BOEX CAITaX. |
= 425 Your rating  yera0eka coemmHEHItA CO CMEXHLIMU HETHEHBIMIA MIPHACKEHMAMM

Total number of ratings: 77
YETBHOBMTE PacIlMpere OTmeHa
PaclWMpeHIe No220NAeT ucnons3osate Kpurl :
yetanoenexHoro 3LUM Browser plug-in ~wwue the extensio
NaHmoe naciiMnesue NOIRNNSET COANARATH W INOREDATH LIMGDORRE NONMACKH MCNONE

Pucynok 3.7
[1.3.8

Pe3ysbTaToM ya4HoOU ycTaHOBKU [laruHa 6yAeT sABJASTbCSA pUCyHOK —10.

e [l = = &

CryptoPro Extension for CAdES Browser Plug-in extension - Browser extensions A8 k53omees W 2 L

- ) - Search for extensions . Pacwwmpenve CryptaP_ro Extension for
Compatible with v Yandex Browse “.)y#  CAdES Browser Plug-in ycnewHo
YCTEHOBAEHO 1 paBoTaeT.

CryptoPro Extension for CAJES Browser Plug-in v | Installed 3nauox CryptoPro Extension for CAJES Browser Plug-
. by cryptapra in NoABKTCA & Naneny Bpaysepa, KOrAa bl
< 4215 Yourrating OKaXeTeCh Ha NOAXOAFULEN ANA HErO CTPaHNLE.
YaaauTs pacuipenite MOKHO Ha CTpaHWLE
Total number of ratings: 77 «floncAHeHA®, KOTOPas OTKPBIBAETCSH U3 MEHO
Bpaysepa.

Pacwmpenye nossonset menonsaosats Kpuntolpe 3LM Browser plug-in & Gpaysepe. ina pabot Tpedyer
ycranoenedtoro 3LM Browser plug-in

About the extension

Pucynok — 3.8
[1.4

[lepeliayTe Ha CTpaHHULY IPOBEPKHU NOJKJIKYEHUA K IUYHOMY KaOUHETY
http://lkul.nalog.ru/check_cryptopro.php . Haxxmurte kHonky «HayaTb
npoBepKy». B noaBuBuieMcs okHe «IIpoBepka goctyna» HaaThb «/la» -
PHUCYHOK 4.

INEE——— e ]
U Nnunelid kabrHET rOpUANYECKOro Auua
OEEPANIbHAA

HAJIOr0BASl C/TYH(BA

JInynbIA Kabunet HPUAHYECKOro Nnlia

BX0Z B IMYHGIA KAGMHET C OMOLLGIO NPOTPAMMHOIO KPHITONPOBARAEPA @

1. YcraHosuTe Ha Bawwem KomnbioTepe

3TOT BE6-CIIT MEITALTCA EEINOAHUTE ONEPALIMID € KAKYANK

2. YCTaHOBUTE CepTUGUKATEI KMo | |\ waw ceprudukaTamit oT umeny nonssosaTens.

“hittp://lkul.nalog.ru/check_eyptopro.php’
3. BoinonHuTe DONONHUTENLHBIE HACT]

BHINOAHEHME TAKUX GMEPALMIT CNEYET PASPEWIATE TONEKE 417
Be6-CaVTaB, KOTODEIN BE JOBEPAETE,

MpoBepLTe YCNOBUA NOOKMOHYEHHA K J] YTOB k1 OTKAINHTE AAHHOE OATEEPHACHIE ATR KOHKPETHOTD

Be6-CaiiTa, Ero MOKHO ADBABMTE B CHCOK ADEEPEHHLIX
BE6-CaITOE, AOCTYMHEI Ha CTDAHWLIE HACTPORK HEPES MEHID

_ Myck-» KPUMTO-MPO-> Haerpoiikw 3L Browser plug-in.
Hauats npoBepky
PazpewnTs 31y onepaumio?

o OnepaumMoHHasA cucTen 13 unu Beile

Pucynox 4


http://lkul.nalog.ru/check_cryptopro.php

[1.4.1

B ciydae omin6KH, ykazaHHOW Ha pUCYHKe 4.1, He06X04MMO MPOU3BECTHU

YCTAHOBKY JINYHOTO CEpTUPHUKATA.

Bepcua: 22.7.3.830

8

o B uHTepHeT obo3peBaTtene BKMIKYeHa NOAAepKKa cookies.
° YCTaHOoBNeH NPorpaMMHbIA KOMMOHEHT ANA paboTkl G ANEKTPOHHOR NOANWUGEI0 C UCNoNb3oBaHuenM Web-
BOpayasepa.

Bepcna nnammda: 2.0.14590 / pekomeHayeman: He Hike 2.0
KpnnTonpogaiinep: Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider
Bepcua kpunTonposaiaepa: 5.0.12500 / pekoMeHayeman: He Hike 4.0.0 unu ViPNet

o YcranoBneHbl ceptudimkat MonosHoro Yaoctosepstowero LleHTpa u cepTudinkathl y10CTOBEPAILLETD
ueHTpa MUHKOMCBA3N M MUHUMDPEI B XpaHUnuLLe cepTUdnKaTos «[]JoBepeHHbLIe KOPHEBLIe LEHTPbI».

° B xpaHunule ceptudukatos «JluuHblie» yctadosned KCKIM3I, BeldaHHbIA OPUOUYECKOMY LY
8KKpEIMTOBaHHbIM Y0CTOBEPAIOLLMM LIEHTPOM, 1 YCNELLHO Co3/laHa aNeKTPOHHaA NOANUCH C
vcnone3osaduenm KCKI3M opuguyeckoro nuua.

MPOBEPKA 3AHOHYANIACD C OLIMEBKOA

K coxaneHmio, Bbl HE CMOXETE BOCNONL30BATLCH CEPBUCOM. YCTPAHUTE NPUYMHEI, YKa3aHHbIE BbILE, U NOBTOPUTE MOMBITKY
NOAKNK4EHNA

6 poeepka 3alLLWLLIBHHOTO COB[JMHEHWA C CEPBEPOM JIMUHOTO KabuHeTa IpUAMUECKOro Nuua.

Hazan OBHOBUTL CTpaHULLY

Pacwupenwue CryptoPro Extension for
CAdES Browser Plug-in ycnewHo
YCTGHOBNEHO W paboTaeT.

3nauok CryptoPro Extension for CAJES Browser Plug-
in noRBwTca & naneny Gpaysepa, Koraa Bl
OKEKETECE Ha MOAXGARLLEH ANA HETC CTPaHHLE.

YAaNHTs PaCLIApEHME MOKHO Ha CTPaHHLE
«JloMONHEH MY, KOTOPas CTKDSIEAETCA M3 MEHID
Epaysepa.

Pucynok 4.1
[1.4.2

B meH1o «Ilyck» 3anyctuth « Kpuntollpo CSP» - pucynok 4.2.

HegaeHo gobaenekHbie

B csMaRT P Client

ﬁ Kpuntollpo CSP
H Cepmudmkaro

PassepHyTn ~

ESMART

Foxit Reader

PowerPoint 2016

Windows Admin Center
Windows PowerShell

Warrd 20116

9 o

Pucynok 4.2




[1.4.3

Bei6paTh BkIagKy «CepBUC» M HaxKaThb «[[pocMoTpeTh cepTUPUKATHI B
KOHTeWNHepe...» pUCYHOK 4.3.

4 Kpuntolpo CSP *

BesonacHocTb Winlogon HacTpoiiku TLS KpunTonposaiaepsl
Obwme ObopyaosaHue Cepsmc JononHuTensHo ANropuTMEl

KOHTEMHED 33KPLITOMD KNDHa
i MacTepa No3B0NAKDT NPOTECTHMPOBATL, CKOMWPOBaTL MK
YaanuTb KOHTEI"‘IHED 3aKpbITOro KNo4a C HOCUTENA.

CromposaTs... YAanTe...

CepTUMKATEI B KOHTERHEPE 3aKPLITOrD KIKKHa

3TOT MACTEP NO3BONAET MPOCMOTPETE CEPTHMKATEI, HAXOAALMECA
B KOHTEIHEPE 33KPLITOMO KMKOHE, W YCTAHOBMTE MX B XPaHMIMLE
CEPTHPMKETOR.

MpoCMOTPETE CEPTUMDMKATE! B KOHTEHHEDE. .,

T4HEI CEpTUDMKET

STOT MACTEP NOSEONAST CBASATE CEPTUBMKAT M3 daiina c
KOHTEAHEPOM 33KPLITOMO KNKOYE, YCTAHOBME STOT CEPTUGMKAT B
XPEHUMULLE,

YCTEHOBMTE MMYHEI CEPTHMKET. ..

MaponK 3aKPLITEIX KMOYEd

ST MACTEPa NOSBONAT WSMEHUTE Naponk (MVMH-+oab) 3aKpeITEX
KNHOYEA MMM YASNWTE 38M0MHEHHBIE PAHEE NEPONK.

W3meHWTE naponk. .. ¥AanuTb 3aNoMHEHHbIE NEPONM. ..

MopTan Texnognepku Ok OTmeHa MpHMEHUTE

Pucynok 4.3
[1.4.4

HaxxaTbh 0630p U B okHe «Bbi60p KOHTellHepa» BbIOpPAaTh HY>KHbI KOHTEeHHEpP
(Pucynok 4.4). [lepeliauTe K MyHKTY 4.6

3arpyak9 3 K

B Mlimlemne — Hasrades TG Wruanrannsosiinsn

Britop konTeiinepa - Kpuntollpo C5P

I KoHTefiHep 3aKpeiToro Koua
Biifiop KNMOYEE0r0 KOHTERHEPE BEEAWTE MMM YKEKMTE KOHTERHED 33KPLITOMD KMNOHa ANA NPocMOTRa
CEPTUOMKETOS B 3TOM KOHTElHEpE

B cnMcke NoKasseiBaTh:

(®) OpymecTBenHbE MneHa O YruransHsie nmeHa

CrWCOK KNOYeskIxX KOHTEF‘HEDOB Nonb30BaTENA:

= .. ;)
CYATBIBATEML  MIMA KOHTEAHEPE WIMA KntoHesoro KoHTelHepa:
ESMART Tok... 39cd6549-c63b-4a03-8dc5-b4eelel73145 I | 0b63op...
BBEneHHOE MMA 3a0aET K il KOHTEAHED: Mo cepTUdMKETY. ..
k @ MonbsosaTenA
O KoMnbioTepa
e BifiepuTe CSP ANA NOMCKE KNIDYEBLIX KOHTEHEPOE! q
= - Bce noanepxuBaEMeie KPUMTONPOEaRAEPE! ~
ESMART PKI Chient 4.1 e Wind i e
o] | < Hazan Nanee > OTMeHa
= T

: 4 MopTan TexnoanepKn 0K OTMeHa MpHMEHHTE
Bubnmorekn ESMART Token 4.11 (PKCS#1

Pucynok 4.4

B ciyyae, ecsiv B ClIMCKe KJII0Y€EBbIX KOHTEMHEPOB NYCTO (PUCYHOK 4.5),
Heo6X0JUMO YCTAaHOBUTH COOTBETCTBYIOIIUN JipaliBep KJIHOYEBOTO
HocuTess (I1.4.5)



BuiBop konTeiHepa - Kpuntollpo CSP

Bribop kiloWeB0ro KoHTERHEPa

B CNMCKE NOKasbIBaTh:

(®) [IpyecTEeHHbIE MMEHa () YHUKANBHEIE MMEHa

CnMooK KNoJYesslx K.OHTEI;HEPOB NoNeEZ0BaTENA:

=
CunTeiBaTens  WMma koHTelHepa

OK | Ommena

Pucynok 4.5
[1.4.5

[Ipy Heo6XOAHMMOCTH YCTAaHOBUTE JpaliBepa HocuTessd. Jii HocuTesel
Rutoken Lite CChLJIKA AJid CKa4YMBaHUA JipariBEPOB
https://www.rutoken.ru/support/download/get/rtDrivers-exe.html. st
HocuTesiek Esmart ccbliika ass ckaunBanus https://esmart.ru/download/

Bei6paTh - ESMART PKI Client 4.11 gsi1 Windows (pekoMeHayeTcs)

NMporpammsbl Oonss cKavuymMBaHUA
MporpammHoe o6ecnedveHme PKI Client 4.11

ESMART PKI Client 4,11 ans Windows (pekoMeHayeTcs)

ESMART PKI Client 4.11 ans Windows (Full, Ans onbiTHeiX N0Ns30Barenei)

aGnuoTekn ESMART Token 4.11 (PKCS#11) ana Linux (x86, rpm)

. 16.a8r.20; ™M

Bepewa RPM nwika noa Ling €

aGnnoTekn ESMART Token 4.11 (PKCS#11) ana Linux (x84, rpm) 16.a81.20; 1 MB e
Bey RPM wka noa Linu x64

Janee - 3anycTuThb dpaua

HEE ESMART_PKI_Client_4.11_20220816_bundle.zip
Qain Komanas Onepauww MsBpandHoe Hactpodkm Cnpaska

Notaswte Vissneus.. Tect MpocmoTtp Yaanute Mowck Macrep Wrdopmaums

@ & =

AHTMBMpYC KommeHTapwid SEX

™ |ﬂ ESMART_PKI_Client_4.11_20220816_bundle.zip - ZIP apxvs, pasMmep McxoAHbiX dafnos 33 861 064 6anT

-

Wms Pazmep Coxat Twun WMzmenén CRC32

. MNManka c dainamm

setup.exe 595 680 218 851 TlMpunoxeHue 16.08.2022 12:15 6&465DDBE3
r@se‘cup.msi 12 369 920 11 440 260 TlMakeT ycTaHosBWMK... 16.08.2022 12:15 5SDDA3AT3
L8] setup.x64d.exe 595 688 218 652 [lpuvnoxeHwe 16.08.2022 12:15 56F086DD
r@se‘cup.x&l.msi 20299 776 18 978 695 TlakeT ycTaHoswWwMK.. 16.08.2022 12:15 BBF3C843



https://www.rutoken.ru/support/download/get/rtDrivers-exe.html
https://esmart.ru/download/
https://esmart.ru/upload/iblock/0fa/ESMART_PKI_Client_4.11_20220816_bundle.zip

3anyCTUTh CKaYaHHbBIX JjpaliBep HOCUTEJIS U J,0KaThCsl OKOHYAHUS YCTaHOBKH.
3akpoiTe okHa nporpaMMbl «Kpuntollpo CSP», HaxkaB «OTMeHa».

[ToakatounTe HOCUTEJb C KAO4YeBoU nHopManuei K [1K. Eciu HocuTenb 6b1
MOAKJIIOYEH, TO MEPENOAKIIIOYNTE €r0 U MOBTOPUTE AeUcTBUs C [1.4.2.

[1.4.6

[Tocne BbIOOpa KOHTeMHepa HaxkaTb «/lasnee» B mporpamMe KpunTollpo CSP.
B okHe, IprBe/leHHOM Ha pUCyHKe 4.6, He06X0JUMO HaXkaTb «CBOMCTBa».

L4 CepTudMKaTel B KOHTERHEDE 3AKPEITOMD KKIYA >
CeprudmKaTr gna npocMoT pa
MpocMoTpUTE M BeibepuTe cepTiudmkaT ﬁg
CepTUdUKET:
CyfbeKT: WHH Hon=4
MoCT ABLMK: | E=uc@nalog.ru, UFPH:_, vHH =S C=RU, S
[OeifcTEMTENEH T | 25 gHeapA 2022 r, 16:49:41

|
AefcTBMTENEH NO! | 25 anpena 2023 r, 16:59:41 |
|

cepwiveiirorep: | S
YCTEHOBUTE CEOMCTEA. ..

Ofzop...
< Hazan loToso OTHEHE
Pucynok 4.6

I1.4.7

Jlanee HaXKaTb «YCTAaHOBUTb CEPTUPUKAT...» - PUCYHOK 4.7.

n | CepTudikar x

OflwMe  Coctag  MyTe CepTMhMKELIN

Pucynok 4.7

3 E Ceenenns o cepTmpukare

3ToT cepTwdMKaT npegHa3HayaeTca ana:

* MoATEEPHAEET YASNEHHOMY KOMMBIOTEDRY MAEHTUUKELIAIO
BallErD KOMMBHOTEPa

* JawnwaeT cooblUeHMA INEKTPOHHOA NoYTEl

* Knacc cpenctea 3N KC1

= Knacc cpencTea 3N KC2

+1,2.643.2.2.34.34. 1. 52 [

o _

Kem BbifaH: DegepancHan Hanorosas cnywba

AekcrenTenen ¢ 25,01,2022 no 25,04, 2023

F Ecto sarpbrmeit kniow ans 3Toro cepTudmkaTa,

YCTaHOBMTE CEpTMGMKET. . SafEneH1e NOCTaBLWHKS




[1.4.8

OTkpoeTca «MacTep UMNoOpTa CepTUPUKATOB», B KOTOPOM HEOOXOJUMO
HaaTb «/lasiee» - pucyHok 4.8

“* MacTtep wmnopTa cepTduKaToE

Macrep umnopra ceptndukartos

ITOT MaCTEP NOMOraeT KOoNHMpoBaTh CEpTlﬂdJlﬂKﬁTbl, CNMCKKM A0BEPKMA W CMMCKK 0T 3blBa
CEPTUHMKATOB C NOKANEHOMD AWCKE B XPEHWUNMILE CEpTUOMKETOB,

CepTHDMKET , BblASHHEI LEHTPOM CEPTUDMKALMKM, ABNASTCA NOATEEMHAEHUEM BaLei
NAHHOCTH W COAEPHMT MHDOPMELMID, HECDX0AMMYIO ANA 3EWHTEI AGHHEX MK
YCTAHOBNEHMA SALUMLLEHHEIX CETEERIX NOAKMOHEHHA, XDaHUNHLE CEPTUgMKETOE —
310 obnacTb CHUCTEMBI, NPEAHA3HEYEHHAA ANA XPaHEHWMA CEDTMdJIJﬂ(ﬁTDB.

PECNONOKEHWE XPEHUIMLWE
(®) Texkywwwii nonbzosaTENE

() NokansHeli KoMMerTep

[ANA NPOLOMKEHUA HEHMUTE KHOMKY "Janee”,

fanee OTtmeHa

Pucynok 4.8
[1.4.9

Ha cinepyromem mare Boiopath «I[lomecTuTh Bce cepTUdUKAThI B
cefyrollee XpaHU/IMILe» U yepe3 KHONKY «0630p» BbIOpaTh U3 CIMCKA
«JInuHoe» - pucyHok 4.9.

€ L% Mactep nmnopTta cepTudnKaTos

Pucynok 4.9

XpaHWNULLE CEpTHHHKATOE
¥PaHUNMWLE CEPTHHMKETOBS - 3TO CHCTEMHEIE 00NaCTH, B KOTOPLIX
XPEHATCA CEPTUOMKETEL.

Windows SETOMETHYECKK BEIBEPET XPEHWUAMLLE, MK Bbl MOKETE YKAZETE
PACMONOMEHWE CEPTHMKETE BRYHHYHIO.

() ABToMaTHYECM BRIBPATE XPEHMIMILE Ha OCHOBE THINA CEPTMMKATE
(®) MoMECTUTE BCE CEPTMAMKATEI B CNEA YIOWLEE XPAHUTMILE

¥PaHUIMLLE CEPTUDMKETOE:

| TdHoe OBzop...

Janee OTmena




[1.4.10

B cnenyroueM okHe HaxkaTb «['OTOBO» U J0°KJaThCsA COOOIEHUs 00
yCHEeIHOM UMIIOPTe cepTUudHUKaTa — pucyHok 4.10.

% MacTtep umnopTa ceptudmkatos X

o MmMmnopT yCNewHo BEINOAHEH,

CK

Pucynok 4.10

IL.5

Heo6x041MO BBINOJIHUTD IPOBEPKY YCJAOBUHN NOJKIIOUYEHHUS K «J/IMUHOMY
KabuHeTy opugudeckoro jguna» http://lkul.nalog.ru/check_cryptopro.php
KJIMKHYB Ha «HayaTb npoBepky».

YaauHasi npoBepKa yCJI0BUM 0TOOpaXkeHa Ha pUCYHKe 5.1, HaxkMuTe «Bbi6paThby.

[ocTynHele cepTudurKaThl

‘ Ceptudomkar

€ 25 AHBapA 2022 r. 16:49 no: 25 anpenA 2023 r.
16:59

BeINWCaH Ha:

BelgaH: ®enepantHan Hanorosan cnyxoa

Pucynok 5.1


http://lkul.nalog.ru/check_cryptopro.php

BBeauTe PIN-kop ot HocuTens CKIIIII

o OnepaunoHHasa cuctema Microsoft Windows 7 nnwm ebiwe, nubo Mac OS X 10.13 unu Bbiwe.
(3 Ayrenmndukaums - Kpunrolpo CSP X
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider sanpawvsaet
o Mcnonb3ayeTca COBM  nur-koa Ha HocuTens : CNyTHUK BEpCUM
4.1.2583.0 (Ochuum ar sepcun 11.0.9600.xxxxx
CynTbiBaTENb. ISBC ESMART Token 0

nnu Bbile.
Hocurens ESMART_70E28029B82A

Bpaysep: Yandex
Bepcua: 22.3.0.2434

Beeqnre nibkon ||

[[] Coxparuts napons B ApHnokeHii
@  Bepier obope I Conprars rpone  cacreme

BbiBpaH A3blK BEOAA, OTMMYHbIA OT AHMUACKOTD

o YcTaHoBneH nporpa ncnons3osaHuem Web-
Opayaepa.

Bepcus nnarvHa: 2.0.14 Qrziz

Kpunronpoaiaep: Crypio-FroGUS T R 34, TU=Z00 T Cryprograpnic SeTvIce FToVIgeT
Bepcus kpunTonpoearigepa: 5.0.12500 / pekoMeHayemas: He Huke 4.0.0 unu ViPNet

o YctaHoBneHbl ceptucumkar MonoeHoro Yaoctoeepstolero LieHTpa n cepTudmkatsl yoocToBepsoLWero
ueHTpa MuHkomcBsAan U MuHUMGpEI B XpaHunuile cepTudukatos «JoBepeHHble KOPHEBbIE LIEHTPbI».

e B xpaHunuwe cepTrukaToB «JTM4YHble» ycTaHoBneH KCKM3I, BblAaHHbIA KPUANYECKOMY NULY
aKKPEAWTOBAHHEIM YOOCTOBEPSIOWMM LEHTPOM, U YCNELWHO Co3aaHa SMeKTPOHHAaA NoANUCE ¢
ncnonb3ogaHnem KCKMN3M wpuanyeckoro nuua.

B caydyae omin6ku, nprBejeHHON Ha pUCYHKe 5.2, He06X0UMO yOeAUThCS B
NPaBUJIbHOCTH HAaNMCAHUS aipeca CTPAHUILbI
(https://lkul.nalog.ru/check_cryptopro.php). Uiu BBecTH afjpec Bpy4HYIO -
https://lkul.nalog.ru/check_cryptopro.php

0 B xpaHunuie ceptudukatos «fmuHblie» yctaHosneHd KCKIM3M, BblaaHHbBIA OPUANHECKOMY NLY
aKKpegWTOBaHHbIM YAOCTOBEPAOLMM LEHTPOM, U YCNEeLwHO co3aHa 3NeKkTpoHHas noannce ¢
ucnenbaosaHuem KCKM3M wopuanyeckoro nuua.

° MpoBepka 3aLLMULLEHHOTO COBMHEHMS ¢ cepBepoM JMUHOro KabuHeTa KPUAUYECKOro nuua.

MPOBEPKA 3AKOHYMNACh C OLUIMBKOM

He ynanock NpoBEpUTL BO3MOKHOCTb GOEAVHEHMS ¢ CEpBEPOM. MonpoByiiTe NEPERTH NO CCbIKe.

YBakaeMblil NONb30BaTENb, BLIMNOMHUTE NOXanyicTa cneaytole fefcTBUs:

1. MNpoBepsTe, He BKMIO4eH N B cucTeme Firewall u HE MCMonb3yeTcs Nk NPOKCK-CEPBEP B CETH, KOTOopble MoryT Bnokipoeats hitps-
coeauHeHns. Takke NPOBepLTe, He BIMAET NU Balll AHTUBHMPYC HA NOMBITKY YCTAHOBMNEHHA 3aLUMLIEHHOT COANHEHUA G CEPBICOM
JinyHoro kabuHeTa KOJT (ANs 3TOro Ha BPeMS BbINONHEHS YCNOBUA NPOBEPKM aHTUBIMPYC HEOBXOAMMO OTKMIO4UTL). Ecni nocne
OTKJTO4EHNS aHTVBMPYCA BCE NPOBEPKM BhIMOMHSIOTCA YCNelHo, 3HaunT agpeca https://lkul.nalog.ru u http://lkul.nalog.ru HyxHo
VICKIIOYWTL U3 30HLI NPOBEPKY BaLLEro aHTUBMPYCA (T.e. A00aBMTL B HAaCTPOMKaX aHTUBMPYCA B MCKIKOYEHNS). (OCOBeHHO 3T0
aKTyanbHo NS aHTUBKpYca Avast)

2. YBeuTeCh 4TO y BaC HE YCTaHOBNEHO Goree 0HOro kpunTonposaiaepa Ans FOCT anropuTMoB.

HIIN

HepocTynHble cepTUdUKaThl:

pA 2022 r. 16:49 no: 25 anpens &

B
W
CH
OrF
B

Pucynox 5.2


https://lkul.nalog.ru/check_cryptopro.php
https://lkul.nalog.ru/check_cryptopro.php

I1.6

B ciydyae ycneniHoi npoBepKU MOXKET 0TOOPa3UThbCsl OKHO «HeBO3M0OKHO
YCTaHOBUTh 6€30MacHOe coeJUHeHne», HKMUTe «[logpo6GHee», mocie 4ero
HaxxMmuTe «CesaTh UCKIOYEHHe JJI1 3TOTO cauTa». PUCYHOK 6.

g HeBo3MoXHO YCTaHOBUTbL besonacHoe coeguHeHMe

3N0YMBILASHHUKW MOTYT NbITATECA NOXMTWTE BAWWK AaHHbie C caiTa lkul.nalog.ru
(Hanpumep, Napoau, CO0BLLEHWA WA HoMepa BaHKOBCKMX KapT). [oapobHes

net:ERR_CERT_UNABLE_TO_CHECK_REVOCATION

Hazan CKpbITE NOARPOBHOCTY &

€ HaCTPORKaMWN CEPEEPa UK ASACTEMAMM 3NOYMBILASHHUKDS, KOTOPLIE

METEKTCA NEEXEATHTE JaHHEIE

Caenats cknIouSHMe AnA 3TOMD Caiita 310 HeBesonacHo

Pucynok 6
1.7

Bei6epuTe COOTBETCTBYIOLUHN CEPTUPHUKAT /11 BXOJa U HAXKMUTE «OK»
- PUCYHOK 7.

[ x]

Boibop ceptudwkata

BriGepute cepTudukat ana ayTeHmdnkaumrn ba lkulnalog.ru443

Cybwext MzaaTens CepuiiHbii Homep

I'IEP_ DegepancHan HANOroEaR Cyxba _

[aHHbIE CEPTHOMKATA oK OTmeHa

Pucynox 7
1.8

Pe3ynbpTaT BX0/la B INUHBIA KAOUHET IOPUUUECKOTO ML IPUBEJEH Ha
pUCYyHKe 8.

Jluumeiii KaBUHET lopMANUECKDro MMLA

nonbaosanna K 10N Bt

/) HANIOFOBASI CNYHEA Pucynox 8

FIHEIR KAGHHET IOPHAMUECKOrD NHLA

KHPOBCKAA GONACTE, KMPOB I,

K10 ot

cneAeHni,

© pacueTax ¢

BiloameT oM i MNopaya sananemni - Banpoc AckymeHTon ~

o
nuue

Kak meHs BUOWT Hanorosas

! B PACHETEI SNEKTPOHHBIA YUET KKT CYELEKTEI MANOMO
HANOrOBLIX C BIOMKETAMK AOKYMEHTO. APEANPUHUMATENLCTBA
OPFAHAX OBOPOT

OBLUME
CBEAEHWA




